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Abstract 

 
 In [4], we proved that the RSA congruence could be extended to a 
situation where the modulus of the congruence is a simple product of primes.  In 
this work, we discuss the cryptosystem of this extended RSA congruence as an 
analogue of the RSA cryptosystem, which is hereafter referred to as the Extended 
RSA Cryptosystem. 

 
 

pp 341 - 343 
 
1.0 Introduction 
 A cryptosystem is a means whereby information is sent in such a way that only the person(s) the 
message is meant for understands it.  To protect the message from being understood by unauthorized persons, 
some security measures are taken.  Such security measure varies from one cryptosystem to another.  There are 
several examples of cryptosystems.  One of them is the one developed by Rivest, Shamir and Adleman in [1].  It 
is often called RSA cryptosystem named after the first letters of the developers.  Its security is based on the RSA 
congruence.  This is possible because of the difficulty involve in factorising larger positive integers as product 
of prime numbers.  These factorised large numbers are then used as the modulus of the congruence. 
 In a cryptosystem, the plaintext is the message being sent.  The plaintext has to be put in a form in 
which only the person it is meant for understands it.  This process is called enciphering or encoding.  The 
enciphered message is called a ciphertext or an encoded message.  In encoding the message, we make use of the 
enciphering key, Sk.  The message is later translated by the receiver to a form that is understandable by 
everyone.  This process is called deciphering or decoding.  In deciphering a message, we make use of a 
decoding key, Pk.  In the RSA cryptosystem, the keys Sk and Pk are obtained by solving a congruence modulo 
Euler-phi function of a product of 2 primes.  The encoding and decoding are obtained by raising the numeric 
equivalent of the message to the power of the key, modulo the product of the two primes from which the keys 
are obtained as an application of the RSA congruence. 
 
2.0 RSA congruence illustration 
 As an illustration of the RSA congruence application in the RSA cyptosystem, let us assume that our 
enciphering and deciphering keys Sk and Pk are given by eS k =  and dPk =  respectively.  Let our modulus n be 
given by n = pq where p and q are prime numbers from which e and d are calculated.  Let m be the numerical 
equivalent of the message.  The ciphertext EM is then obtained from the plaintext by applying 

nmodPC)P(E e==  (3).  Since 1=))n(,e( φ  the inverse d of e modulo )m(φ  exist.  Therefore the palintext 

is decoded from the cipher text by applying pp)p(pp)p(c)C(D k)n()n(kedded ≡≡=== += φφ 1  mode n where 

1+= )n(ked φ  for some integer k because ed ≡ 1 mod φ(n).  By Euler theorem, we have 1≡
)n(

p φ  mod n when 

(p, n) = 1, (the probability that p and n are not relatively prime is extremely small the pair (e, n) is a deciphering 
key [1, 2]. 

It is interesting to note that once one of the factors p, q of n is known, φ(n) can be obtained and hence, 
the private key can be determined and the code broken.  In suing the RSA congruence, the keys e and d must 
satisfy the congruence ed ≡ mod (p – 1) (q – 1) so that knowing p say q can be determined and e can be found, 
since d, the public key is known.  Since in Omokaro [4], it has been proved to be true when n is a simple product 
of k – primes say n = P1P2…Pk. The extended RSA congruence now gives us a wider class of large numbers n to 
choose from as the modulus of our congruence, which is expressed as a simple product of 3 or more very large 
primes. 
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3.0 The extended RSA cryptosystem 

Now we obtain the extended RSA cryptosystem.  As the name implies in the extended RSA 
cryptosystem, we obtain our deciphering key, applying the extended RSA congruence as follows.  In the 
extended RSA cryptosystem to obtain the plaintext from the ciphertext, we consider 

ripmodpppp)p(pp)p(C)C(D i

)kp()p)(p(kk)n()n(kedded ≤≤⋅=⋅=⋅≡==== −−−−+ 11
112111 φφ  

which gives D(C) = m mod p1p2…pr Omokaro [4] 
 

4.0 Example 
Le L be the set of English alphabets and symbols in the order in which they are listed below: 

{
}151413121110987654221 θθθθθθθθθθθθθθθ

πφθψϕηγβα
,,,,,,,,,,,,,,?,,

,,,,,*,%,#/,@,,,,,,,,,,,,x,,z,,d,c,b,aL

−=
≤≥∑∃÷+= Κ

 

We assign numbers to the elements of L as follows: 

 
.,,,,,,,,,

,,,,,x,,z,,d,c,b,a

6564636233

323130292827260430201

15141312 →→→→→
→→→→÷→→+→→→→→

θθθθη
γβα

Κ
Κ

 

Let us take our modulus n to be 66. 
Now φ(n) is given by 
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is the representation of n as a product of prime numbers [3]. 

So that 20
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Let 12033 === ),()n(,e(then,e φ  since d satisfies )n(moded φ1≡ , we have that d satisfies 

2013 modx ≡  i.e., 1203 += kx  for some integer, k.  This gives x  = 7.  So d = 7 satisfies )n(moded φ1≡  

and is unique.  As an illustration, let us code the sentence “Cigarette smoking.” First we consider the numeric 
equivalents of the alphabets of each word that make up the sentence” Cigarette”.  

.t,e,r,a,g,i,c 20051801070903 →→→→→→→  

We then solve the following congruences for each of the alphabets of cigarette as follows: 
  C: (03)3 mod 66 = 27 mod 66 = 27 
  i: (09)3 mod 66 = (09)2⋅09 mod 66 = 15 x 9 = 3 
  g: (07)3 mod 66 = (07)2⋅07 mod 66 = 13 
  a: (01)3 mod 66 = 01 

 r: (18)3 mod 66 = 182⋅18 mod 66 = 6⋅18 mod 66 = 42 
 e: (05)3 mod 66 = 59 mod 66 = 59 
 t: (20)3 mod 66 = 202⋅20 mod 66 = 4⋅20 mod 66 = 14 
We can then go on and identify the alphabets corresponding to these solutions of the solved moduli: 

  .n:t,:e*,:r,a:a,m:g,C:i,:C →→→→→→+→ 1495942113327 θ  

We then encipher the word cigarette as .nn*cma 99 θθ+  For “smoking “ we follow similar steps: 

  071409111501319 →→→→→→→ g,n,i,k,,m,S  

s: 193 mod 66 = 192⋅19 mod 66 = 31⋅19 mod 66 = 61 
m: 133 mod 66 = 132⋅13 mod 66 = 37⋅13 mod 66 = 19 
o: 153 mod 66 = 152⋅15 mod 66 = 27⋅15 mod 66 = 9 
k: 113 mod 66 = 112⋅11 mod 66 = 11 mod 66 = 11 
i: 093 mod 66 = 092⋅09 mod 66 = 15⋅9 mod 66 = 3 
n: 143 mod 66 = 142⋅14 mod 66 = 64⋅14 mod 66 = 38 
g: 073 mod 66 = 13 

So that .m:g,:n,c:i,k:k,i:o,s:m,:s →→→→→→→ 133831191961 11 πθ  we can now enclode 

“smoking as ".msikc" πθ11  To decipher  we consider”  

6114614401130327 99 →→→→→→→→+ θθ ,n,,,*a,m,c,:  
So that 
1.  C,modmodmodmodmod: →==⋅=⋅⋅⋅=⋅⋅⋅=+ 0336636627662733366272727276627 22227  

 
2.  9662715662781660399966030303036603 2227 =⋅=⋅=⋅⋅⋅=⋅⋅⋅= modmodmodmodmod:c  
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     i,mod →= 9966  
3.  g,modmodmodmodm:m →=⋅⋅=⋅⋅⋅=⋅⋅⋅=→ 7766194966133737376613131313661313 2227  

4.  a,mod,a →=→ 116611 7  

5. 66366066424848486642424242664242 2227 modmodmodmod* ⋅⋅=⋅⋅⋅=⋅⋅⋅=→  

    r,modx →== 1818663650  
6.  e,modmpdmodmod, →=⋅⋅=⋅⋅⋅=⋅⋅⋅=→ 5566532566594949496659595959665959 2227

9θ  

7.  66386464146464646614141414661414 2227 modmodmodn ⋅⋅=⋅⋅⋅=⋅⋅⋅=→  

     t,mod →=⋅⋅= 202066384  
We can now decipher "nn*cma" 99 θθ+  as “Cigarette “ which is the word we enciphered at the 

beginning, which is an example of the use of this congruence as an analogue of the RSA congruence. 
 
5.0 Conclusion 
The snag in using the RSA congruence in the RSA cryptosystem is that only positive integers that can be 
expressed as product of two primes can be used as modulus.  But the extended RSA congruence allows us to use 
any positive integer that can be expressed as a simple product of k primes where k is any positive integer, 
thereby given the extended RSA cryptosystem a wider class of integers to be used as modulus and hence 
improving the security. 
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