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Abstract

To improve the quality of education in today’s wdrleducational institutions must

adopt modern ICT facilities in teaching and learninprocesses. Unfortunately most
of the existing ICT infrastructures and their suppting software packages are very
expensive and many learning institutions especiaily the developing countries

cannot afford to purchase and maintain them. Thanks cloud computing technology

which is set to revolutionize the education sectmany less privileged institutions can
be able to enjoy the use of modern ICT facilitiesteaching and learning processes at
a little or no cost. This paper explores some pbhksiways of adopting cloud

computing services in teaching and learning processFor each of the cloud service
model, a concrete example is provided on how it d@used in education process.
Study of the cloud computing companies providing rieais cloud services for

education was also conducted.

Keywords:Cloud Computing, Education Process, Infrastrucasra Service, Platform as a Service, Software as a
Service.

1.0 Introduction

Nowadays without the use of modern ICT facilitiee,any educational establishment could functioratifely, prosper and
achieve the desired educational objectives. Theofiggodern ICT facilities will perhaps make thedstnts and staff to fall in
line with the reality of the present world and tligital society. Keeping away from adopting teclugital innovations will
likely make contact between the world of educatiowl the society more difficult. However, the depient of own ICT
infrastructures and their maintenance at each ¢idnedinstitution will be very costly and the ma#nance costs are expected
to increase occasionally. Many educational instihg spend huge sum of money on computing and aelewinication
facilities and as well as on their supporting saftev packages. Beside the above stated expensegmificant financial
investments are required to hire or to employ sifinals to operate and maintain the establishsé@T facilities.
Unfortunately many less privileged educationalitoibns especially in the developing countries r@anafford to purchase
and maintain the expensive modern ICT facilitiesdse in teaching and learning processes. Cloudphating had recently
surfaced and serves as a good alternative andasofot many modern educational institutions. Maihgud service providers
provide modern educational e-tools necessary fiwifit and effective teaching and learning to ediamal institutions at a
little or no cost and such cloud services are reteto as public cloud services [1, 2, 3, and 4udlcomputing is an Internet
based computing where virtual shared servers peog@mputing and communication resources such awaef packages
(such services are referred toSeS- Software as a Service), hardware (such serdoeseferred to algas - Infrastructure
as a Service), platform for application developn{saoth services are referred toReaS— Platform as a Service) to end-users
on-demand and sometimes on pay per use basis T}, Bhe SaaS, PaaS and laaS are known as the stovide models. In
cloud computing, files, e-mails, applications arteo vital educational information of any person(shff or student) are
stored on the remote servers of the cloud serviceigher. In this case educational institutions do meed to buy and maintain
highly expensive computing and communication resesitvhich are in most cases not fully utilized. Eloud deployment in
an educational institution the only thing requiredto guide the academic staff and students on twowse the services
provided by the public cloud service provider aust jinternet access. A user can access cloud seruging a client, which
could be mobile client (e.g. Mobile devices inclugersonal Digital Assistants — PDAs, laptops, spiames, etc.), thin
clients (which are computers that do not have iratehard drives, but rather let the server dohalwork, but then display the
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information) and finally thick client (regular commer, using a web browser like Firefox or InterB&plorer to connect to the
cloud) [8]. Currently there are numerous publicudcservice providers, such as Amazon [9], Googl, [Microsoft [11],
iTunes University by Apple [12] etc., that offeigsificant discount to educational institutions, a& such they could get
cloud services almost free of charge.

This paper focuses on exploring the possibilitifadopting public cloud services in teaching arating processes. Section
2 discusses on how cloud service requests are ggedgesection 3 provides a comprehensive explanatidhe application of
public cloud services in education process, fohedoud service model (SaaS, PaaS and laaS), aetergase of its use in
education process will be provided, section 4 disea on the application of Google Apps for Educatiad Microsoft
Live@Edu Services in education process. Sectioonslades the paper.

2.0  Process of Cloud Service Provisioning
Cloud computing is regarded as the latest trendistributed systems and general architecture ofntbdern cloud service
systems contain the Cloud Management System, fobpexdset of servers which could be centralizedementralized and it
performs the following four (4) basic functions [13

i. It manages the queue that receives job requestddiod services from different users;

ii. It manages computing resources of the cloud sesyistem;

iii. It manages data resources of the system;

iv. It divides a request into different subtasks arsigas the subtasks to different computing resouiaresxecution.
To illustrate how cloud service requests are premgsconsider a cloud system with five computirgpoeces ¢, ¢,, Cs, C4
andcs), four datacentersd{, d,, d; andd,) and a service request arrived at the Cloud Managé System is divided into
subtaskss;, s, s ands,, the Cloud Management System then identifies nikerrielationships between the subtasks and their
requirements in terms of computing resources and dacess needs. Once these are identified, a metfccomputing
resources and datacenters is formed based on damiesl The Figure 1 below shows that subtgskequires as input data
the results obtained after subtasksind subtask, are executed, armgl requires as input data the results obtained aftexr
executed. To execute subtaglaccess to datacentdris required, to execute subtaslaccess to two datacenteksandd; is
required, execution of subtaskdoes not need access to any datacenter and suhtasiuires access to datacerdgrThe
scheduler of the Cloud Management System assiditasis; to computing resourog, S, to ¢, S to €4, S4 t0 C; and no any
subtask is assigned tg.
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Figure 1: Scheduling and workflow in cloud service system

The cloud network illustrated above is usually viamge, complex, and the link connecting various ents of the network is
normally a virtual link over a long topological geographical distance. When all subtasks that itotesthe request are
processed, the results are returned to the usesawice requested.

Let’s obtain an expression to compute the totalkimgr time for a hardware component of cloud serggstem. Assume the

system had\l the total number of available hardware componemtslata centers and installed software systems for the
execution of various subtasks. Denote@y, n=1,---,N, the processing speed arhardware component measured in

million instructions per second (MIPS), by , M= 1,---,M , the amount of data in megabyte (MB) downloadddaged
by a remote software programs of the hardware coemts, byWw, , k=1,--,K, the workload ork-software system in
Nol (number of instructions to be executed), &y, I,j=1,--,M , 1 # |, the amount of data exchanged between

subtask ang-subtask in MB, byBI ,1 =1,---,L, the bandwidth of-communication link of the cloud system in bps gbit

per second).
Then the total time th&tsoftware runs on-hardware component is
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The transmission time dfcommunication link is
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Then the total working tima'n of n-hardware component is
K L
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3.0 The Application of Public Cloud Services in Education Process

With pubic cloud services and continuous prolifiemratof the use of modern communication devices aglportable PCs,
smartphones, touchscreen tablets, e-readers etongathe students and staff, things such as caligibe learning (e.g. the
exchange of documents and sharing of ideas bettheestudents and their teachers, and betweenuterdgs themselves, not
necessarily of the same institution but with thedshts or teachers from other institutions far earn conducting group
projects or team works, consultations, interactegsons), intelligent classrooms, virtual lectuneatres, easy access to
educational resources anytime and anywhere, orgidmiml works could all become a reality especiatlyless privileged
institutions at a little or no costs. That will pide the students with an opportunity to learn olgtishe school premises, on a
sick bed, as well as outside the school calenddid@ys, ongoing learning after school or postgedduraining).

Reliability, availability, easy scalability, almoaéro maintenance costs are some of the key adyent# cloud technology.
Considering these advantages, some education#utitsts have rushed to start using cloud servicetheir educational
activities and with such a clarion call many argented to join them, hence in the near future rmbstducational services
would be provided on the basis of cloud computiagd this will lead to abandoning of traditionallyved ICT
infrastructures and traditional teaching tools &achniques. The cloud computing technology willphgl broadening the
accessibility of education to the people in renand underdeveloped communities, where there askifled teachers, latest
text books, lab facilities, etc. It is very impartdor the educational institutions’ managemerdoe a solid understanding of
how cloud computing is evolving and the trendstsfadoption in education process. One of the filstid service used by
European educational institutions was e-mail setvie-mail service does not play a key role in teaghand learning
activities, and outsourcing it is not a difficudtsk. Many corporations, such as Google and Mictquuoivide almost free of
charge e-mail service to staff and students of &iilugal institutions.

In addition to e-mail service, these corporatiorsvigle additional applications for use on the closdch as standard office
package which support team work with electronicuoents, tables and creation of presentations. ®cldud services for
educational institutions such as Google Apps fandation [10] and Microsoft office 365 for educatidri] allow users to use
built-in applications for the exchange of instargssages, calendars for joint planning and genéedtdries. To work on a
cloud, each user is provided with significant diglace for storage and information processing.

It may seems strange that these services are pbva educational institutions free of charge, atidr other commercial
organizations the prices for the use of softwarpliegtions on the cloud still remain high. Such r&c@ policy can be
explained as follows: in the modern market of cleodhputing, competition among the service providengery high, that is
why they provide their services to educationaliingons free of charge, and the target is on fitgraduates, who after
graduation will secure jobs in the labor market #re/ will likely convince their future employeasgubscribe to the services
of that provider, which they have already beengisind knew their advantages. Additionally, the ntbeenumber of users in
the academic institutions, the more the recognitompularity and high rating the provider will adeu

If safety access to data is not a priority to etiocal institution, then it may be favorable to @ws®w-level laaS service as a
system for storage of data such documents, vidd@adio materials. For some educational institwibmay be profitable to
move on to the cloud an internal Learning ManagerSgstems. This is a good opportunity for thosditutsons that cannot
afford to buy and maintain expensive hardware &eil associated software, and as such will helpnkgtutions optimize
charges on ICT infrastructure.

3.1  Teaching Programming Related Courses on the Cloud

A very important example of the use of public claatvices in teaching and learning processes isigbeof the cloud in
teaching programming courses. Programming is handsractice, to learn programming; students musttire at home and
in school. Unfortunately, the prices of modern cderp are very high, must of the local learningtitasions cannot afford to
buy them, and many students as well cannot affofaly them for their personal use.
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Modern programming practice requires an active afsgpecialized Integrated Development Environm&DE]. The use of
IDEs possesses the following complexities:

Management and installation of IDE demand a higfuglified system administrator;

Modern IDEs consume much of computational resounééise computer on which they are operated.
Let's explain each of the above complexities iradetn order to achieve the full-functionality tife IDE, an administrator is
required and the qualification of the system adstiator carrying out the installation, management supporting the IDE
should be high enough. This will necessitate thecational institution to employ highly skilled dtafis a system
administrator, whose salary may appear essentigh@ibudget of the institution. Apart from thatperses on the institution
can also increase because modern IDE demand tref biggh-efficiency computers. For example, on¢hef widely used IDE
is Microsoft Visual Studio, which for normal funetiing requires a processor of capacity not less th&@GHz, 1 GB RAM,
and 10 GB free disk space. Majority of tasks penfed with computers in many of the existing edueetionstitutions do not
require the use of computers with such high sptifins, therefore the purchase of such high cgpesmputers which are
likely to be kept unutilized, can be considere@masnadmissible waste of resources.
All the aforementioned complexities can be addrseeh the use of modern cloud technology. Nowadagse are plenty of
online IDEs, which don't need to be installed oe &nd user device; to have access to them, ordyniett browser is required.
Browser’'s computer resources requirements aretimadlly modest. For example, a popular web browdezilla Firefox 17,
for installation demands a processor of not leas 1800 MHz, 512 MB RAM and 200 MB of free disk spaThese figures
are by far less than the requirements mentionditetor IDE Microsoft Visual Studio.
The use of cloud IDE for teaching programming laaggiclasses is very possible and simple. Therenang paid and free-
of-charge online cloud services that allow a useddvelop and debug programming lessons in anyranaging language.
For instance, Ideond4] allows a student or lecturer to type the codea programme in different programming languages
(more than 60 programming languages are offerestjug and run the programme in an online mode witbpgortunity for
the analysis of the obtained results. Obviouslyrartban 60 programming languages are enough fehitg programming
language classes in any existing educational utigtit in the world; at least one will find a progmaing language of interest.
With online IDE, a user can simply switch from opegramming language IDE to another programminguage IDE
without the need to start several independent IDEs.
However, these online IDEs allow students to peabn@ a work with a programme. This opportunitypefrsonalization is
extremely important in an education process. Auleatcan order all the students to register witdohe (students can register
with login details of their Facebook accounts)s ttén allow the work with a given programme to beduicted in a collective
manner and a team work with a given programme egpossible with the aid of modern Web 2.0 techniel®§lL5]. There are
more examples of such service providers, e.g. GdDdE [16], CodeChef [17], etc.

3.2  The Use of Cloud Storage Services in Education Process

Let's explore the possibility of using public clowgrvices for the storage and sharing of varioyegsyof data (study
materials) on the cloud as an example of the uséoafl service model (in this case laaS) in teaghind learning processes.
As of today, on the Internet there are more thatyt(B0) [18] free of charge cloud data storageviees, e.g. Dropbox [19].
Each one of them provides an opportunity to stokshare data of any format, starting from offieeuments to multimedia
information.

Almost all of the providers offer the following s@es free of charge

A free of charge storage capacity of two (2) and above GB.

Automatic synchronization of the stored data between all the devices that are connected to the cloud server. There is
no need to use external storage devices such ak-Biave, CD/DVD plates etc., to transfer data frtma cloud to a given
device e.g. PC, notebook, tablet, smartphonetét.only thing needed for the transfer is to cohtiee device to the Internet
and the actual version of the data can automatitedldownloaded to the device from the cloud. Tarstion saves ample
amount of time, because it is possible to quickigtmue with a classwork after a student returneckkhome or hostel from
school.

Safety of the stored data on the cloud. All the traffic flow between the end user deviged the cloud server is
encrypted (using at least Secure Sockets Layer )($8itocol, in some case RSA Encryption and AdvdnEeacryption
Standard (AES) [18] are used in order to ensura sifiety), this will make the transferred data \difficult to be accessed by
intruders. That is why the degree of data protegtimvided by the cloud providers is by far greditan that provided by the
e-mail service providers when sending e-mails. Soloed storage service providers such as Spider, Dalala etc. offer
data encryption not only while transferring theadlatit also during their storage on the cloud [18].

Public access to the data on the cloud. It is possible for someone to access files stamedhe cloud with Internet
connectivity. For that, it is only needed to senlihk of the needed file (e.g. study materialsutesf yesterday's test, last
version of the lecture note etc.) to a colleaguesfodying.
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V. Reliability of the stored data. Cloud storage service providers store data oin sleevers with the use of redundancy,
data are usually replicated in data centers thatgmographically distributed, which in itself guateses reliability and
availability. In addition to that on at least orevite previously connected to the cloud, one mopy ©f a particular data can
found in it, excluding the one already stored andloud.

For the educational institutions, the use of clolada storage services will offer a lot of advansadgeor instance, for the
deployment of own locally networked data storageew it is necessary:
i. To purchase network and server equipment;
ii. To develop policies of storage and general acaesgdrmation;
iii. To make initial installation and periodically maairt the supporting software packages;

iv. To regularly make reserve copies of data and toenadiikhe necessary efforts for data restoratiotnéncase of data
lost or damage;
V. To employ highly qualified working personnel to rage the data storehouse.

The financial expenses to carry out the set foldbve actions depend on the number of users. Thelgimn of many
educational institutions can be very high. Foranse to organize a data storage system for 100@rsis with the allocation
of 5GB disk space for everyone, it is required:

i. To buy four (4) hard disks of two and a half (218 (There is also a need to have additional 10 dBtore a
duplicate copy of all the data using the RAID lhemiogy);

ii. To purchase high efficiency RAID controller andverequipment,

iii. To pay the technologist and other personnel maiimgithe system;

iv. To pay regular charges for the electric power coresliby the equipment involve in the system.
Nowadays, there are many existing cloud data stosagvice providers. For wise choice, charactessif most popular ones
are presented in the table below.
Table 1: Comparison of some free-of-charge cloud data geosarvice providers

Name Free Disk spaq Data Encryption Metho¢ Supported Operating Syste| General Access Collaborative
(GB) Work
Drop box 2 SSL, AES 256 Windows, Mac OS, Linuj Yes No
Android, i0OS
Spider Oak 2 RSA 2048, AES 256 Windows, Mac OS, Linuj Yes No
Android, i0OS
MS Sky Drive | 7 SSL, AES 128 Android, i0S, Windowg Yes Yes
Mac OS
Box.com 5 SSL, AES 256 Android, Windows\obile, Yes Yes
Ipad, Iphone
Wouala 5 AES 256, RSA 204{ Windows, Mac OS, Linuj Yes No
SHA-256 Android, i0OS
Adrive 50 SSL Android, iOS Yes Yes

Looking at the above brief comparison of the clegdvice providers for data storage, it is possiblelraw the following
conclusions:
i. Almost all the modern cloud storage services offieough disk space for the storage of documentshiteg and
learning materials;
ii. Almost all the providers use modern encryption athm for data transmission and storage;
iii. For the storage of backup copies of educationaénaas, it is recommended to use the service ofvigiowing to
its storage capacity of 50GB;

iv. If the confidentiality of data is given a prioritthen high level of protection during data transfad storage on the
cloud is provided by SpiderOak (encryption of dataurs on the client device);
V. For a consultations, team and collaborative wourk.Bom service will be a perfect choice.

Online data storage services possess greater adesnin comparison with the local networked storsggem. The use of
one or more cloud storage systems by the educafiostitutions may raise the standard and effecidss of the education
process and that will make the educational ingtituto be in line with the current IT world no netthow small the
institution might be.

4.0  Google Apps for Education and Microsoft Live@Edu Services

Google Apps for Education (GAFE) is a set of fréefarge cloud applications which are provided iy Google Company
to educational institutions within the limits ofetldomain chosen by the educational institutiong. [U8ers of Google Apps
for Education has grown from eight (8) million usén 2010 to over forty (40) million users as obRery 2015, maintaining
this rapid growth, Google Apps for Education worddult in hundred and ten (110) million users b2@{20].
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Google Apps originated in February 2006, when Far first time provided e-mail services to orgari@at using the e-mail
domain name chosen by the organization. In Oct@9&6, Google Apps for Education became accessibkedticational
institutions, the services provided include, e-rsailvices, Google talk for chatting, Google caleradta Google page creator
for web-page development. As of November 2015 Godégips for Education include tools for communicatand planning
(e.g. E-mail Service, Google Calendar and Googlk)Ttol for collective and collaborative work ¢e.Google Class Room,
Google Doc, Google Groups, Google Disk, Google asjé500gle Forms and Google Site), tools for effecess increase
(e.g. service for the search of documents, messageketters) [10, 21].
Tools for communication and planning
i. E-mail Service (Gmail) with 25 GB mailbox for eagttudent and each institution’s registered employee;
ii. Google Talk Service which provides an opportundy the exchange of text documents, audio and videssages.
Google talk service can conveniently be used fstagice learning;
iii. Google Calendar Service which can be used to seiréetime tables, to schedule meetings, and tecsdh any other
event in a general access form.
Toolsfor collective and collaborative work
i. Google Doc Service allows users to create and stete documents, tables, presentations and to wlesig
guestionnaire;
ii. Google Disk Service provides a free of charge gmispace of 5GB per user for safe storage of dmpfi the cloud
with an opportunity of granting general access;
iii. Google Site Service provides an opportunity to tlgve website for staff's and students’ use;

iv. Google Groups for the creation of dispatch list grahting general access to documents, sites deddzas;
V. Google Videos Service provides an opportunity ® educational video materials in teaching and lagrprocesses;
Vi. Google Class Room provides an opportunity to creaie share lecture notes, create and organizenassigs

quickly, provide feedback efficiently, and commuat with classes. Google Class Room is an effet¢tioefor collective
and collaborative learning;
Vii. Google Forms can be used to gather and analyzariafmn. They are great for quizzes, tests andeysrvExport
results for easy grading. Send surveys to get faedfvom families.
Tools for effectivenessincrease
i. Google Service for the search of letters, messagésiocuments;
ii. Centralized administration for all the Google AppsEducation services.
All the set forth above tools are offered to edigset! institutions free of charge. Thus the Goojybps for Education possess
the following prominent features.

i. Full back-up copies of all the stored data is grdntFor instance, if teacher’s or student’s compatashed, the
teacher or student can continue with the work déerseconds using another device connected tmtamet;

ii. Reliable data encryption and safe authenticatiencdfered. All data transferred between Google exsnand user
device are encrypted using SSL protocol;

iii. High availability of services is provided. Googler@pany guarantees 99.9% of service availability;

iv. Google Company promised to secure the copy righdst@ protect the confidentiality of the educatioinatitution’s
data. The policy of confidentiality guarantees ti&adogle Company cannot in anyway publish or mistiee personal
information placed on the Google Cloud Applicatiofike educational institution is the only and ueiquvner of its data and
it completely controls them;

V. Possibility of using the educational institutionfemain name while working with all the Google Apgsich staff of
the institution can register an e-mail accounhim form ofname@your university.com.

To start the use of Google Apps for education itdsessary to undertake the following steps:
i. To register the educational institution;

ii. To tender an application for the connection to@Gw®gle Apps for Education services;

iii. To customize the GAFE as needed by the educatiosigiution.

For registration it is necessary to visit the I[2] and to follow all instructions provided by thegistration window, which
will suggest the filling of a number of standardnfs.

During registration, Google Apps for Education wiquire to confirm the property right of the ihstion’s domain or to
register a new domain name. In connection to thiss recommended to use the services of an IT mxphich will be
responsible for the registering the institutiontsrdhin name.

If the educational institution has no domain natr@an obtain one from any Internet Service Provid@ense fee for the use
of domain name cost few dollars per annum. Howeatehould be noted that it may take up to 24 hdors new domain to
be registered after an application is rendereidkits that long because of the need to updateftvariation on the root DNS
servers.
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After registration with the GAFE services, a supdministrator account will be created with logintadls provided during the
first registration process. To connect the indtiutto the Google Apps Services the super admaiistrhas to login to the
Google Apps for Education and apply for the conieactf the institution to the free of charge GARE\sces. It is important
to note that the process of considering the appdicanay last for one to two weeks. After the pession is granted the
customization of GAFE tools for the institution dezan follow immediately.

Microsoft Live@Edu (MLE) services are also cloudviee provided to Educational institution by Micods which is
practically identical to GAFE services. MLE and GRABhare similar approaches and principles [11].o0Bethe use of
Microsoft Live@edu services by educational institntit is necessary to make an agreement betwesrnngiitution and
Microsoft cooperation in which the conditions fbetuse of the services are stipulated [11].

For the use of Microsoft Live@Edu services, theoadional institution should be a lawfully existiegucational institution
whose main activities is granting educational smwito end users (graduates, students, teachendareand former
employees, volunteers or other persons attach#étetgiven learning institution). Each end user nmagister for an account
with which user can have access to Live @Edu sesvice

After making an agreement, Microsoft will provideetend users in the institution (staff and studewith controllable
outlook services in an online mode, e-mail servicgag the institution’s preferred domain.

5.0 Conclusion

Education in many developing countries is in badpghand crying for salvation. The dream of eversepiais for their

children to acquire good quality education, unfodtiely for some countries with large populatioradequate learning

institutions, inadequate qualified academic stitffjted budgets and resources that dream may kelylbecome a reality.

Many companies are providing modern educationalst@pplicable in teaching and learning processegdocational

institutions almost free of charge, when such sesviare properly adopted and utilized by educatimstitutions that will

break down the existing barriers between well-baimggitutions and less privileged institutions, ath@ underdeveloped

institutions will definitely prosper, be in line thitoday's technological word, achieve educatiaigéctives and subsequently

increase the institution’s rating all at a littherm cost. This paper carefully explored some efdituations where public cloud

services could be applied in teaching and learpiegesses. Concrete examples on how to incorpdifééeent cloud service

models such as SaaS, PaaS and laaS in teachiteganithg processes were discussed.
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